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Cost-Aware Tagging That Survives Org

Changes

ABOUT THIS TEMPLATE

OPERATING LIBRARY

TEMPLATE

A four-key tag schema built on org-stable identifiers, layered AWS enforcement, and a

mapping file that turns reorgs into one-file PRs.

THE TEMPLATE

Tag schema
KEY PURPOSE
owner Stable team identifier
for allocation,
escalation, and audit
service Deployable unit, for
unit economics and
per-service cost
env Environment
separation in every
cost and security view
cost- Finance ledger code,
center where required at
resource level
data- Regulated-data blast
class radius (optional;

storage and DB types)

ALLOWED VALUES

team—<slug>
registered in

ownership.yaml

svc—slug> registered

in ownership.yaml

prod , staging , dev ,

sandbox

4-digit codes from the

finance ledger

phi, pii,
confidential ,

internal , public

SET BY

Provider
default_tags per

repo/workspace

Resource or module

level

Provider
default_tags per

workspace

Provider
default_tags

Resource level

ENFORCED BY

Cl gate; SCP on
critical types

Clgate

Cl gate; tag policy

Tag policy

(normalization)

Cl gate on

storage/database

types



The mapping file ( ownership.yaml )

# ownership.yaml -- the only file a reorg touches.
# CODEOWNERS: platform-team + finance. Changes via PR only.
teams:
team-atlas:
name: "Claims Platform"
cost_center: "4210"
manager: "dwhite"
slack: "#team-atlas"
team-basalt:
name: "Ingestion"
cost_center: "4225"
manager: "kpatel"
slack: "#team-basalt"
services:
svc-claims-api:
owner: team-atlas
tier: 1
data_class: phi
svc-intake-etl:
owner: team-basalt
tier: 2
data_class: phi

Terraform default_tags
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provider "aws" {
region = var.region

default_tags {

tags = {
owner = var.owner # "team-atlas", from ownership.yaml
env = var.env # "prod"
cost-center = var.cost_center # "4210"
managed-by = "terraform"
b

# Per-resource tags merge with default_tags; resource-level wins on conflict.
resource "aws_db_instance" "claims" {

# ...

tags = {
service = "svc-claims-api"
data-class = "phi"

b

Organizations tag policy (value normalization)

{
"tags": {
"env": {
"tag_key": { "@@assign": "env" },
"tag_value": { "@@assign": ["prod", "staging", "dev", "sandbox"] },
"enforced_for": { "@@assign": ["ec2:instance", "rds:db", "s3:bucket"] }
o
"owner": {
"tag_key": { "@@assign": "owner" }
¥
b
¥

SCP for critical resource types (deploy to a sandbox OU first)
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"Sid": "DenyUntaggedCriticalCreates",
"Effect": "Deny",
"Action": ["ec2:RunInstances", "rds:CreateDBInstance"],
"Resource": [
"arn:aws:ec2:*:%:instance/*",
"arn:aws:rds:*:x:db:x"
1
"Condition": {
"Null": { "aws:RequestTag/owner": "true" }
}
}

HOW TO USE IT

Activate tags early; backfill covers at most 12 months

Activating a tag in the billing console starts the data accruing going forward, appearing up to 24 hours later.
Historical spend is no longer a total write-off: a management-account user can request a backfill that
retroactively applies the current activation status for up to 12 months, updating Cost Explorer, Data Exports,
and the CUR. The limits are real, though — one backfill request per 24 hours, processing takes time, and the
backfill only surfaces tags that actually existed on the resources during that period. It cannot recover anything
for resources that were untagged at the time, which is exactly why the week-one advice stands: activate all
four keys before enforcement is even finished, so the dataset exists — and is being written — when you need it.
Related trap: renaming a tag key creates a brand-new column in the CUR while the old one lingers on old line
items forever. Pick key names once, spell them exactly as documented, and never rename. This is the strongest

argument for keeping the schema small enough to get right the first time.

Treat ownership.yaml as production config

The mapping file is now a load-bearing dependency of every cost report and escalation path, so it gets
production-grade treatment: CODEOWNERS requiring platform plus finance approval, schema validation in
Cl, and a nightly job that diffs the set of owner values found in the estate (via the Config aggregator) against
the identifiers in the file. An identifier in the estate with no mapping entry is orphaned spend with no owner, and
it opens a ticket automatically. This is drift detection applied to organizational metadata, and it catches the

reorg someone forgot tfo encode.

Do not buy the tool yet

Vendors will sell you ML-driven auto-tagging and tag-hygiene dashboards at $20-60k a year. Without a
schema and creation-time enforcement, those products just report on the mess with better charts, and with the

schema and enforcement in place, a 45-engineer shop rarely needs them at all. If you want scheduled
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remediation beyond what the four layers give you, Cloud Custodian does it for the cost of writing YAML. Revisit
commercial tooling only after untagged spend is under 15% and you can name the specific gap the purchase

closes.
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